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Abstract: The paper presents a new concept of
designing an interface between power networks, power
electronics and communication networks. Therefore, it
must be a result of multi-disciplinary efforts. Modern
power grid, whether it is a part of utility network or
industrial plant, is transforming into a Cyber-Physical
System (CPS), where physical infrastructure and
computational cyber-infrastructure must coordinate to
ensure an efficient and reliable power grid. Power
converter technology which is able to provide interface
for connection of renewables, integration of energy
storage, optimised utilisation of transmission and
distribution infrastructure, enhanced network stability,
power flow control and voltage support will be proposed
in the paper based on the state of the art technology in
all included technical fields.
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1. INTRODUCTION

In accordance with new trends in energy community,
the growing integration of distributed energy resources
must lead to fundamental changes in power generation
systems. The conventional central structures are now
being evolved towards a distributed system where
unidirectional power flow can be reversed under the
influence of small distributed generation (DG) units
feeding in at medium (MV) and low voltage (LV) level
of the network. These distributed generation systems also
involve sensitive devices, power electronic interfaces, as
well as communications and control devices, and can
also be implemented in large industrial areas, such as
open pit mines, oil refineries etc, in a view of increasing
overall efficiency. In this way, the modern power grid is
transforming into a Cyber-Physical System, where
physical infrastructure and computational cyber-
infrastructure must coordinate to ensure an efficient and

reliable power grid. Such smart systems are capable of
rapid response either autonomously or through
networking as well as safeguarding and optimising every
aspect of the critical chain [1]. This chain starts from
energy sources, through the storage and distribution of
energy and ends with its final use at the consumer. For
secure and cost-effective energy, smart systems provide
the fundamental tools to directly address the two most
important factors - improving efficiency and maintaining
supply [1].

Basic technical challenges will be addressed in the
paper. The use of the new generation of power electronic
devices will result in improved sensitivity, reduced
interference, enhanced power management and a sense
of autonomy in the system [2].

Power electronic converters connected in CPS need
to perform numerous smart energy conversion functions.
Appropriate power converters will be critical
components of a future cyber-physical electric power
control infrastructure.

2. TECHNICAL BACKGROUND AND
REQUIREMENTS

Power electronics are becoming an essential part of
future power grids with high involvement of renewables,
which covers more and more power ratings. Starting
from soft-starter, which was used in 1980s to
interconnect wind generator with the power grid, in 2005
power converters manage to handle all of generated
power from wind generators, fully controlling them and
making them suitable for integration into the power grid
[3]. Concerning power electronics in future power grids,
research activities are directed into two main areas -
devices and converters.

To be acceptable in the marketplace converters must
have low energy losses, very high reliability, small size,
high performance and low economic costs. In the
application analyzed in the paper, power converter also
must be well embedded into CPS. Innovative approaches




in converter topology and control are required to
encompass the latest and predicted developments in
semi-conductor devices, magnetic materials and
insulation materials [4]. It is considered that the future
converter topologies are cascaded H-bridge converter
with medium-frequency transformers and modular multi-
level converter, according to [3].

Possible modular power converter architectures based
on isolation modules employing medium frequency (MF)
transformers and associated power conversion elements
are presented in the next chapter. Further, input and/or
output power conversion modules are combined with the
isolation module(s) to form power converters with the
desired ratings and functionality. The very considerable
advantages of this modular approach for applications in
the future CPS controlling electricity networks in
industrial and consumer area are:

1.Flexibility and Scalability

2.Integration into Internet of Things

3.Low Cost

4 Reliability

5.High Efficiency

6.Compact Power Conversion and Low Weight.

These converter topologies are expected to provide:
interface for connection of renewables, integration of
energy storage, optimized utilization of transmission/
distribution infrastructure, enhanced network stability,
power flow control and voltage support.

3. POSSIBLE OPTIONS FOR CONVERTER
TOPOLOGY

In order to reach all listed goals, the architecture of
the electricity network should be redesigned on the basis
of new paradigms, such as microgrids and active
networks with bidirectional energy flow and with
significant storage requirements to offset variability [1].
New technologies are emerging that can enable the direct
routing of electricity [5]. Based on the state of the art in
power converter technology, two options for single phase
cell are shown in Fig. 1 and Fig. 2.
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Fig. 2. Example of single phase AC/DC matrix cell

Commonly used power converters nowadays include
energy storage elements that increase weight, size and
add failure possibilities. Matrix converters can be a
flexible and efficient alternative to manage energy, as
they do not have energy storage elements. These
converters have been considered in specific applications,
such as military, aerospace, wind generation systems [6].
However, they have not been deeply studied in
applications for grid interconnection of generation
systems and/or loads until recently. A novel dual-input
matrix converter to integrate two three-phase ac type
energy resources to a power grid, has been presented in
[7], demonstrating that it is very suitable to integrate into
the utility grid. It is expected that features of matrix
converters, such as: 1) compact and simple power circuit
without energy storage elements; 2) bidirectional flow
capacity; 3) generation of high quality voltages of
arbitrary amplitude and frequency; 4) sinusoidal currents
generation; 5) possibilities of operation with unitary
displacement power factor, allow for more robust
systems, with smaller size and better performance than
traditional configurations [8].

The AC-DC circuit topology, presented in Fig. 2, is
interesting because it can remove one stage of power
processing (in many configurations) and may therefore
have the potential to reduce losses. However, the control
is more complex and may be less flexible. Also with
existing devices, conduction losses can be an issue.

Series connection of converter modules, made
possible by the MF isolation blocks, allows the power
semiconductors to be connected directly to high voltage
(HV) line and the need for a bulky low frequency
transformer is eliminated [9]. Another advantage is that
individual control of the cells can give high-resolution
waveform generation at the supply side with low device
switching frequencies for high efficiency and good
power quality. One example of converter modules
arrangement is shown in Fig. 3. explaining the case of
modular AC/DC conversion. Such module arrangements
can be further connected to a form multi port AC/DC
structure shown in Fig. 4.
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Fig. 3. Example of three phase modular AC/DC
converter structure

Research undertaken so far in applying MF isolated
power converters to electricity network applications has
led to those solutions presented in [4]. Isolation module
realisation will also require development of advanced
MF transformers with low loss, desired -electrical
parameters, required voltage isolation and good thermal
performance. This will require careful choice of
insulating materials and the wuse of the latest
developments in core materials (nano-crystalline alloys



and other amorphous materials). Similar ideas for the so-
called ,,solid - state” transformer [2] incorporating MF
transformers and emerging wide band-gap devices (SiC)
are popular today. Hence, the main goal of presented
research work is to provide a flexible and modular power
electronic interface able to connect different kinds of
sources and loads including medium voltage electrical
networks, renewable energy sources and energy storage
systems without requiring large line frequency
transformers [5].
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Fig. 4. Example of multi port DC/AC converter structure

Control strategies are required for local converter
control (modulation, current control, etc). The technical
challenge for local converter control is to control and
balance the energy flow within the converter paths and to
control and equalize the independent DC link voltages
[10] whilst providing the correct modulation
characteristics demanded by the global control
requirement (for example to control converter current at
a particular port). Local converter control must also
manage redundancy within the converter. The modular
converter 1is characterized by multiple isolated
independent DC links and multiple energy flow paths
through the converter system.

Global control strategies must be coordinated with
local control strategies and derived for the various
operational scenarios. In order to achieve the global
control functions with minimized switching frequency of
the converter (for optimized efficiency) whilst
maintaining power quality (low harmonic injection),
techniques such as advanced optimized converter
modulation strategies and predictive control methods
have to be investigated and applied [11].

Global control has to manage the interaction of the
converter with the system. For that purpose, converter
will be provided with industrial communication
platforms that have smart grid utility network protocol
support (DNP3, IEC60870, IEC61850, Modbus, ...).
Hence, the extension of this research work must be
focused on connection of developed converter to Internet
of Things in order to create electricity flow control as in
cyber-physical system.

. Internet of Things (IoT) is dynamic global network
infrastructure with self configuring capabilities based on
standard and interoperable communicaton protocols
where physical and virtual "things" have identities,
physical atributes and virtual personalites and use
intelligent interfaces and are seamlessly integrated into
the informaton network” [12].

Targeting the distribution and industrial applications,
proposed CPS converter configurations are also relying

on IoT regarding global control strategies coordinated
with local converter control. Since this converter is a part
of a complex CPS, where also sensors and metering
devices at the different points of network including DGs
are connected to the information network, the IoT
concept become necessary to solve different issues
regarding connection and data exchange between various
devices in such a complex network. Such integrated
communications connect components to  open
architecture for realtime information and control,
allowing every part of the grid to both ‘talk’ and ‘listen’.

4. CREATING CYBER PHYSICAL SYSTEM

,»Cyber Physical Systems (CPS) are integrated
systems of computation, networking and physical
processes. Embedded computers and networks in these
systems monitor, control and manage the physical
processes, with feedback loops where physical processes
affect computations and vice versa. Further, they can
exchange information between them and with human
users” [12].

Since CPS rely on sophisticated information
infrastructure, besides connecting smart meters and
secondary substation measurement devices as part of low
voltage network, it is necessary to go further, involving
also a hybrid Cloud-based software platform. Hybrid
Cloud platform uses private Cloud infrastructure for on-
demand resource elasticity, while public Cloud storage
platform is used for distributed access offering a
manageable and reliable data hosting solution. With this
hybrid cloud software platform security is also provided
by processing, analyzing and aggregating data in the
private cloud and publishing the computed services to
utilities and customers through the public cloud [13].

These concepts enable realization of new CPS with
embedded converter architecture, using advanced
components, which can be applied universally within the
electricity network. These converters should have the
functionality, performance, reliability and cost to allow
widespread penetration of power electronics that the new
concepts of fully interactive intelligent electricity
networks or CPS (active adaptive networks, Internet of
Things) will require for their implementation.

To embed any of two proposed multi port power
converter structures into the CPS, innovative control
strategies are required for other distributed converters
and devices involved in the same cyber-physical system.
The main control variables are real/reactive power flow
and voltage control in different points of distributed
power cyber-physical system of interest [14]. Such a
multi port power converter is not isolated, or just
perform energy conversion from one side to another, e.g.
from renewable source to the grid or similar. It provides
a bidirectional power flow between two or three network
lines that could be supplied from different power
sources. Those sources could be power stations in a
distribution network or supply lines in a large industrial
plant.

In this situation, control of multi port converter is not
just a local control loop necessary to provide proper
switching of power semiconductor devices in order to
obtain  smooth  input/output.  Information  and



Communication Technology (ICT) part of such a system
and its cyber physical nature become very important in
order to solve issues of present energy market demands.

Those secondary level control loops are based on
similar controllers used in the smart grid power system
and in energy management systems (EnMS) in buildings
and business areas [15]. The CPS also includes tertiary
control, which is related to economic optimization, based
on energy prices and electricity markets. Furthermore,
the centralized tertiary controller exchanges information
with the distribution system operator (DSO) to optimize
the CPS operation within the utility grid. When
connected to the grid, this control level takes care of not
only the energy and power flows but also the power
quality at the point of common coupling [15].

Such a CPS could be represented as in the Fig. 5,
where its interaction both with industrial and distribution
power networks can be seen, while preserving
information exchange between all units in the system.
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Fig. 5. Example of cyber-physical system applied to

electricity flow control in industrial and distribution

power networks (OLT - on load tap changer, DG -
distributed generation and PV - photovoltaic).

5. DATA EXCHANGE IN CPS

Integration of cyber-physical systems engineering
and technology into the existing electric grid and other
utility systems has the goal to provide blackout free
electricity generation and distribution. Therefore, Smart
Grid is expected to be the implementation of a kind of
LHInternet” in which the energy packet is managed
similarly as data packet, introducing the concept of
nInternet of Energy” (IoE). It is defined as a network
infrastructure based on standard and interoperable
communication transceivers, gateways and protocols that
will allow a real time balance between the local and the
global generation and storage capability with the energy
demand [16].

According to [17], the production and management of
electricity is a system of hierarchical management and
control, as well as distributed processing due to the
characteristics of electricity itself. Since electrical energy
cannot be stored on a large scale, generation,
transmission, distribution and use must be carried
through at the same time. This hierarchical network
corresponds to the level of cloud computing, so the wide
area network within power system can be used to
establish hybrid cloud.

In order to solve the problem of access of distributed
generation to the power grid, controlled small-scale
network called microgrid is introduced [17]. Microgrid is
the important part of smart grid. Cloud architecture of
smart grid, according to [17] is presented in Fig. 6. It
includes two embedded clouds. A small cloud consisting
of the elements in Microgrid, can operate independently
and presents a sub-cloud of the great network cloud. The
cloud-client model is divided into three levels: core
(consists of high performance servers), inlayer (including
cluster servers) and outlayer (terminal nodes). The
distributed generations and loads, as terminal nodes in
outlayer, are controlled by the nearest ,,Energy hub”. The
information about loads, power flow, power quality and
power market can be exchanged between either two
»Energy hubs” and uploaded to the control centre of
Microgrid, Fig. 6. The optimal generation assignment
plan is made by the control centre, through the analysis
of the information inside and outside, and then sent to the
»Energy hub” to carry out [17]. Observing the whole
system presented in Fig. 6, the upper dispatch centre is
acting as the cloud core. It plans on the base of various
information uploaded by the inlayer nodes including
control centre of Microgrid, local demand side
management (DSM) and power supply management,
coordinates the exchange of information, sends control
instructions, etc. ,,Energy hub” can also be called
“energy control centre” and it is a broad multi-port
network node. According to the described functioning of
the cloud architecture of smart grid, it can be concluded
that the most of ,,Energy hubs” can be replaced with
multi port power converters.
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Fig. 6. Cloud architecture of smart grid

One of the basic characteristics of cloud architecture
is that it presents a dynamic and distributed system. The
system, whether it is a microgrid or traditional network,
cannot use a unified control strategy, because the
different characteristics of each component determine
that they have to be controlled in specific ways.
Distributed generations and load may cut out or access at
any time which causes some difficulties to unified
management [17].

According to [13], Cyber Physical System presents a
cloud computing application for the power grid. CPS
integrates computing power, communication capability
and self governing control ability. In smart grids,
monitoring applications need to control the environment
in real time and CPS facilitates this by controlling
situations of information, processes, transmissions and
environment in real time. Security in smart grids is
provided by Microgrid CPS framework [13].



Microgrid CPS in SG applications controls both the
information and power networks using physical and
information processing equipments such as distributed
power supply devices, sensors and servers [13]. All
power equipment is mutually connected via transmission
lines, or by means of multi port power converters. CPS
forms a local area network for the smart grid
communication network with which it is connected
through CPS router. In this system, the distribution
network combines all data that are retrieved from the
CPS environment, analyzed and processed in real-time
[13].

6. CONCLUSION

The aim of the paper was to present a new concept of
power grid as CPS with embedded multi port power
converter. Based on the state of the art in power
converters technology, two options for converter
topologies are proposed in the paper. These converter
topologies are able to provide interface for connection of
renewables, integration of energy storage, optimized
utilization of transmission distribution infrastructure,
enhanced network stability, power flow control and
voltage support. On the one side, global control
strategies must be coordinated with local control
strategies of a multi port power converter and derived for
various operational scenarios. On the other side,
connection of developed converter to Internet of Things
must be provided in order to create electricity flow
control as in cyber-physical systems. Since CPS rely on
sophisticated  information infrastructure,  besides
connecting to Internet of Things, it is necessary to go
further, involving also a hybrid Cloud-based software
platform.

The authors consider that future work should
combine research on advanced power conversion
topologies and their control with research on the CPS
designed to control electricity flow in industrial and
consumer networks. Therefore, the multi-disciplinary
character of the research work must be emphasized. The
analyses conducted in the paper intended to give a new
view to the state of the art in these areas and to propose
possible solutions to the significant technical challenges in
power conversion arising from the visions for the cyber-
physical system for the Future Electricity Network.
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